Ibrahim Al-Zahrani

Cybercrime & Digital Forensics Specialist

Contact Information

Riyadh, Saudi Arabia
ib@ii.sa

+966-531050040

LinkedIn: linkedin.com/in/iocs

Portfolio: https://ib.iy.sa

Professional Summary

Cybercrime and Digital Forensics expert with a Master's degree from NAUSS. Currently working as a Cyber Threat
Specialist. Skilled in CTI, IR, and digital investigations. Experienced with advanced persistent threats (APT), cloud
technologies, and forensics investigations. Demonstrated ability to lead threat intelligence initiatives, implement IR

playbooks, and train teams in DFIR practices.

Core Competencies

- Cyber Threat Intelligence (CTI): IOC generation, threat actor profiling, OSINT
- Incident Response (IR): Alert triage, containment, coordination with SOC

- Digital Forensics (DFIR): Windows/Linux analysis, FTK, EnCase, Volatility

- Cloud Security: Oracle Cloud Infrastructure, secure cloud data management

- Tools & Tech: MITRE ATT&CK, YARA, Python, PowerShell, Wireshark, Splunk

Professional Experience
Naif Arab University for Security Sciences
Cyber Threat Specialist (Aug 2023 - Present)
- Leading threat intelligence operations within academic and operational settings
- Conducting incident response simulations and forensic investigations

- Supporting digital crime investigations in coordination with legal entities

Saudi Intelligent Solutions
Computer Engineer (Aug 2021 - Aug 2023)

- Managed secure infrastructure and deployed detection systems
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- Enhanced SOC response capabilities and participated in red/blue teaming

Ashcroft Inc.
IT Specialist (Nov 2014 - Dec 2017)
- Supported enterprise systems and secured IT operations

- Deployed network protection systems and endpoint controls

Education

Naif Arab University for Security Sciences

Master's Degree in Cybercrime and Digital Forensics (2021 - 2023)

Al Baha University

Bachelor's Degree in Computer Engineering (2009 - 2013)

College of Technology

Diploma in Computer Programming (2007 - 2009)

Licenses & Certifications

- Oracle Cloud Data Management 2023 Certified Foundations Associate

Credential ID: 3030033170CDMF2023 (Jun 2023 - Jun 2025)

- Oracle Cloud Infrastructure 2022 Certified Foundations Associate

Credential ID: 3030033170CIF2022CA (Jun 2023 - Jun 2025)

- Computer Hacking Forensic Investigator (CHFI)

Credential ID: ECC9572810346 (Jun 2022 - Jun 2025)

Key Projects & Achievements

- Responded to targeted threats and built a CTI framework integrated with SIEM
- Led forensic investigation labs and cybercrime analysis at NAUSS

- Created and delivered custom cyber awareness programs for enterprises
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Languages
- Arabic: Native

- English: Advanced (Written & Spoken)



